Exercise (1)

It is known that shift encryption has been used to encrypt the plaintext.
Hence the encryption function has the form y = x + b mod N, where N is
the size of the alphabet. Also we know that the alphabet used consists of 26
symbols, that is V = 26. Thus, to find the encryption function we should define
only the shift encryption key b. Applying frequency analysis we determine that
the letter X is the most frequently occurring in the ciphertext. Hence we can
suppose that E encrypts to X. The numerical equivalents of E and X are 4
and 23 respectively. Substituting 23 for y and 4 for z into y = = + b mod 26
we obtain the equation 23 = 4 + b mod 26. Hence b = 19, and the encryption
function is y =  + 19 mod 26. The decryption function is x = y — 19 mod 26.
Now we can proceed to recovering of the plaintext.

First, write down the numerical equivalent of the encrypted text.

1523152310234132131720232119131123724122361202324
10239132362117523120722623232211476252310211802310
12 23 16 12.

Next, subtract 19 (mod 26) from each number of the above string. We obtain
224224174112021024142020184145194131974517416 204
13224124197143134431811141364 172815741719 4 23 19.

Now substitute into the last string letters from the alphabet corresponding
to the numbers. We obtain the following text.

WEWERELUCKYBECAUSEOFTENTHEFREQUENCYMETHOD

NEEDSLONGERCIPHERTEXT

Answer. The plaintext is as follows: We were lucky because often the fre-
quency method needs longer ciphertext.

Exercise (2). See the solution in tutorials.

Exercise (3).

First, let us find the encryption key (a,b) of the affine encryption function
y = ax + b mod 41. The frequency analysis shows that the most frequently
occurring symbols in the ciphertext are I and 7, therefore we can suppose that
FE encrypts to I and T encrypts to 7. Hence 4 — 8, 19 — 33. Substituting
corresponding values for x and y into y = ax +b mod 41 we obtain the following
system of congruences.

8 =4a+ b mod 41

33 = 19a + b mod 41.

Subtract the first congruence from the second to eliminate b . We obtain
that 25 = 15a mod 41, i.e. 5 = 3a mod 41. Applying the Extended Euclidean
Algorithm (see Problem Sheet 1) we calculate that the multiplicative inverse of
3 mod 41 equals 14. Hence a = 5-37! = 514 = 29 mod 41. Substituting
a = 29 into the first congruence of the above system, we obtain that b = 15.
Hence the encryption function is y = 29x + 15 mod 41.

To recover the plaintext we should find the function inverse to the encryption
function y = 29z + 15 mod 41, that is to solve the last congruence for x in terms
of y. By Extended Euclidean Algorithm the multiplicative inverse of 29 mod 41



equals 17. Hence x = 17y — 17 - 15 mod 41. Thus the decryption function is as
follows: « = 17y + 32 mod 41.

Knowing the decryption function we can proceed to the final step of the
process of recovering the plaintext. The numerical equivalents of symbols of the
ciphertext are

33138233514154137616201121.

Substituting these values for variable y into x = 17y + 32 mod 41, we obtain
the numerical equivalents of symbols of the plaintext:

1974131224018 8 511 17 3 14 20,

which yields the decryption

THENMYASIFLRDOU.

Answer. The plaintext is as follows: The enemy has infiltrated our system.

Exercise (4). See the solution in the tutorials.



